i. ^NwU fa^lM ^tW ^^ (<lffN^ t^f, ^ft *5HJ wft to) fc 

i.i. ^NwU 47^T ^b 

iA. csrrtsi^^r %i<f ^s ^tm^ h 

i.vD. <?#^"?m^% ^rwtk^rr *o 

i.s. ^i^wU ^R^torr ii 

i.e. ^i^wU ?n^fih ** 

i.fc. 05\F^ (?R ^Tff^T (ffc.»£rc.»SR) i8 

i.H. 4f!fW*fa C£|ld5|<W i8 

i.H.i. 4^.fi>.fi>.R (HTTP) 4^ W.W.W *<t 

i.<U. iSR.^.fij.R (SMTP) ^ %-C&*\ ivb 

^. fcr^wfa *<\ 

O. ^3t^rt?T *#f5f% i<\ 

U^I^?IOT#I^ iV 

^.o. i5?r ^wfa w^tt^*f^ ^o 

^.vs.i. ftw ffer <?#-wr*f ^o 

*.«.*. st% ^rf#sT c^-wr^r ^ 

^,.0.0. Preference (7# Wf 3,e 

*.8. TO ^mft<T *TWsT ^ 

*.8.i. 8fl^CSt? PPlT *fc 

*.8A. tfBmltCTO TlfbfowiJ «Fpt*H ^ 

*.8.«. TPl^ef ?T«3Wt Wlk *b 

*.8.8. Wt^.R ^T^T ^<I^H *b 



*.8.fr. ««M>1l$d3<| https ^T*fa 414*14 Oo 

*.8.fc. tfBR' 4W?T<T *rf^5^pf 4T^[^mf<T vsi 

*.fr. 8|fe|*p|$i|l4 ^ 

^.o. 8tf^pfen?r ^f^tft^pfa ^ 

*.£.*. 8lfe|*Pl$*llM WVH 1*Ffrs?Uta CTH 08 

*.£.«. 8t^pi^?n?r c5f^ o^ 

*.fc. 2lT^ C*R^ Sfef <Rt ^ ^V 

^.h. $fa*nsflfc 80 

O. ^P^^TUm 8* 

©.*. c*m '^freTO ^mfa ^<rc^ ^cr 8* 

©A Cm 1*Ffrs?Ufa #1 ^<TC^ ^CT 8* 

8. wPrat^ wH ^sjR^Ih ?refrs?ijra ^ml<T 80 

8.i. Sf%®& ^G *IT#P<F #t Ml^ *t^ 8v5 

8 a sn^csfr >s ^tt^iw^t^rc^wfa *t^ 8H 

8.V5. ^5t 4^f^>3" Wf<T *t^ to 

8.8. ^T f^fai^B" Wl<T 9f^f% Q.Q. 

£. >«»IHJHi ^^ff <FtW <t\r 

<t.±. "*fi%t wr^rfw wf<r *M% ev 

g-a ^tf^rt^ *tprs?rn& fc©ft e& 

fr.O. ^f^fc&lfaW ^"fa #[^1 \jjo 

fr.8. ^?H 47^T C«fW Wt^.R ^W\ C^ WT fci 

<t.<t. "5^5^ *)Q«v©H fci 

<t&. f©.<£R.i*R. <Fjn?f *if^t<T <Rtt fci 






>.:>. ^Pr 4^ 



^R^W (Connected) £u%fi> ^HvBUlW^ 4^fi> ^W 4^ sttWT i ^l^wU 47^1 ^t*tfWa 
^ <1^W<1 "^8 nnn.nnn.nnn.nnn C^RTfcl nnn ^^ ooo-^GG *TW 0*1 «>M ^ttti ^ 
4^W ^f*f 4^ (ip address) ^TT ^ i IP ^ ^Tf ^NwU C2fft5t^T( Internet 
Protocol) I 4 ^Jlt^ WfMMf TfaCT WTO ^HMflKl 

fe<T ^7® ^jNjt WT ^£^ fo^lM 4^fi> <#*l^t<T (*lfa IP address 1.2.3.4 ) ^taMtlJ* 
^rfoJCT W*fa 4<tft> ^fw^5t^ (^ ip address 5.6.7.8) 4<T 1W T?^ ^ I 4*ltW ^I^Wl3 







Your Computer 
1.2.3.4 



Another Computer 
5.6.7.8 



f^ar i 



"#f Wt^f C^H $$Mwi3 (7RT WH<Mll C^T Sff^H (Internet Service Provider ^T TSKWt 
ISP) 4<T ?TW ^T^W ^T (v\ OT C<FK ^t^ C^t<F ^T WT, CWT *t<FT ?TO5^, v5l?TH-^T, ^Tut 
^ ^©Jlft), ^t<tt «imt<J W^J 4^fi> ^Wnrf^t ^f ^tft IP address ^i ^^ f^ i ^a?ft 

^rf ^m, wr^i ^p#t $£i<imS ^j^i<t *r t^ ^c^r, w^; wr*w<T ^H^iw<i 4^fi> 

"W¥ IP address stfWT i 



* A. <2lld3l<M ^ * *W?& 



e-scic h^v^Lirft'-u.Ks 



ift3 f^H «lT*ffl<T #1^t<T 4^ %4>\4(f\&4 *f T«^ 4RK Wt^Ht^ ^*3 IP address 
1.2.3.4, 4*fa Sftf ^TT WWsT #5^f^ f^stW $£|<1M<£ ^^ W*fa ^H^IW<1 ( ^ 
^W IP address 5.6.7.8) ?TW fa^lM <NT ^R^ (CTtttWN ^3W)? ^fi^HW^f «lT*tft 

4^t cwiw fro ^H "^jtM #i^t<T 5.6.7.8" i *&w «rr*fft wr*ffl<T ^Wn wr ^i?#r 4<r 
^r*ij^ c«^w« (c^K fi^=r) ^twi ^NwcU $MteQ^> ^e© ^n ^tt ^^w f*Nt 

CWI^W Wilt t^R*^ ft*fffc*r How the Internetworks BBHH 

^rain ^ttlw o\wo&i *|RR1^V8 ^^« 

^mf<r wf<i ^t^jcsr 4^ ^gf6t wr w*r i 

steW i ^tot^F© ^HvBUlw^ ^Itsafik ftyfcwS. ^st ^©ft wr «IU^ i $$14 m& «j«$]m« 

WV CT CSlldt^epnt^ i^wfa ^ ^tW TCP/IP protocol stack <!t TCP/IP C£|ld5|<M>1l9 

(<ft<h ^^m ^fl> w w^ OTrttwrt csrrtsr^^r ^r^m ^ ^?r§ tcp *rcs ip ) ^rr ^ i 




TCP/IP C2ltlto^R# GFfcS volW^Ut 4<^tt 



C»t^T^<T 



W3J 






CSTf^l^T "^ Wfe 4fl[W*rft 4<T W^U <TMT ^g CWfg WWW (world 
wide web), e-mail, FTP (File Transfer Protocol ^T file ^*W& ^t 






(TCP) 



TCP 4^T port number (*IT 1ST ^J^ <F?tt "$&) ^mf<T ^^ C¥ft ^«U 



^UMlS C£|ld5|<M IP ^ ^J *ttlM>SM> IP address 4<T ^IWt?[ 4^fi> f^f^ ^F^to 



(IP)^J 



C2f<H<R<Tl 



^3?tft<T^ 



^rtft ijiwUw c*fts?ri¥ f%wr 4 <hfs<t ^<t (*m fttfte 



Wts^t ^ "^JIM #1^t<T 5.6.7.8" WC>1«rl5l^ 'fSR *W ^pi<H ^ft, *lt WWtfl^ ^H^t^ 
C^ *W ^F^to (*fl?T IP address 5.6.7.8) ^TO, ^t^T «W 0>r*fc5 ^ItWTg 



Application 




TCP 




IP 




1 

Hardware 


r 



Your Computer 
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Another Computer 
5.6.7.8 



i i wwerlsi tcp/ip csrtGBi<M>iif«« ^^ c«fw wti ^w ^<tw ^ fe<r fww ^TO® «ITW I 
* i "#t WWfiriSl ^ <F5 ^r, ^^ s|f^fi> CsHtfJl^^lR WCwUSc^ C^ C^ Wt vsH ^?K?T, 

^ c^ c^ wire ^ttw «w ^«u ^un^ ^#r i 

vs i *ttfc^fT> 4fiiw*rfa csitdr^T ^ ^f^R ^^ tcp wa *n?r c^rw £if^fi> *ijim><£<i ^j 

^<pfi> port number <l«lK ^ft sftw I 

8 1 w«*f<T ^titw^ ip ^? <£) *n?r i 4^fai 8tW *&fc*fc ^5t?r tw^ra f^w 5.6.7.8. c*tw 

£ 1 4^ «rTsm?i^ CWIW *0tW^t<T 4<F$T port number i£RS 4<F$T IP address Wft^ 1 4^T 

<?#^-?n¥f%^m?T <^*im <ra i£rs wr c^<iw<i ^w ^»?t ^^ i 

fc 1 C<t^<IC«1<1 W*I<T Sfll^ «lT*ftl<T ISP ^1^# $£l<10K^ ?TC^ i ISP 4<T router (^IvBUlU) 
SitTP^ 4^ ^tTtW^t^ W*I<T WK<H# router (^T^4 4 ™?tf ^U 1 router (tllvB&H) 

^sto wiMMr *f^ wr ^ 1 

H 1 *l%tW *lJK^fi> ^t<T *t^J ^P^to (*rfa IP address 5.6.7.8) C%^ 1 ^^ttC^T *tjfc^fl> 
TCP/IP C2rn£l<M>i!R<1 % C«R¥ ^Tf ^2<F ^^^ <£)^ ^*ft<J<T f*rW ^te «ltW 1 

v 1 w ^un^f^ tcp/ip ceitito^prffM ^^t^^ fww ^te «rfw, wr csiw ^#*^t<T 

*B1«>i5fi>* 1W GPTC ^5ti5t ?TC^5» ^C<l[^«1 (CWS IP address and port number) ^t 

4^ ^m ^pr ^R^m fota M ^ 1 *ttW ^*K wwst&r *r^© *itw8 "sjtM ^fw^f^ 

5.6.7.8"! 



to ^nwU if^» ^ ^ ^ ^^fK^M^ <ftw f%? to<r f&sift 4^5 ^rterffi ta 
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LAN 



f&ir o 



ISP Backbone 



Internet Service Provider *IW R»»lW ^7^*rft "^^ ^T WTsTfUr^ ^ffij >1W<lt*ff ^T^G 

ISP ^TNt^© ^tUr^ ^1>Bv|NC^ ^J 4^fi> ^T (^^ >l«jt*|« ■**!*«! 1^5) ^M ^<T i 4^f 
^t*mm <£Rst5t #1^t<T « wf ^ "*lt ?TO5?T ^I C«fW ISP Backbone ^T WtPft router 
4<T ^Wfa v5#f 2f^ ffiwt WT ^fa I 4$ ^J^fW ^Rc^j ^rsRr port server "Q ^Tf ^ I 

w wmt^ ^fiu^t^ wr^Ht^ c^h <?#^?n¥ c^ wr*w<T isp ^ i^tor 4ft c*f^rr 

Wf WW?! *tjtt^fl> ISP 4<T Backbone W <Ft?Ti CWT C«fW *tttt^fi> Wf^^S «TC^> 
router ^3 Backbone fel *fl?T, CT *IW ^Tf ^T ^t<T ^t^ ^^T (*Tfr IP address 5.6.7.8) ^T 
C<fe i 4^ ^«T ^NT ^tM Internet routers ~$m 4^fi> ^I^t ^f ft#sH <R<T Wt^Ht^ 



>.8. $$HM& *m>lilt*ll 

^UMiS backbone ^CB^ WH^Wf <F5 ^5 <fifts?Tfc^' >1>l*ttl *tf&© 4<F$T ^T^T CT« 

Network Service Providers (C^TTt^ ^Ttf^T CSTN^vSt^) ^t NSPs I ^srWtt f%^ NSPs 
~5m$ UUNet, CerfNet, IBM, BBN Planet, SprintNet, PSINet I 4^ C^^STTf^^Wf 4W 

w 9 ^^ *r w^i ^f^H ^<t c*r ^t to?^ tou *Utt^ ^tH-st^H ^<rc^ iter i sif^fi> 

NSP t^# Network Access Points or NAPs 4<T 1W ?TCf^ i 4^ NAPs 4, «W *BtWT? 
4^# NSP 4<T backbone C<^ W*fa NSP backboned WW ^^® *ltsr I 4^ NSP ^M 
WNt<T Metropolitan Area Exchanges or MAEs CS "Q $?&fo-'$\1?ti&S (fa WW* "sjtftf 
'^iM&vb) i MAEs 4<T ^tW Wf<T NAPs 4<T <FtW 4^, t%l MAEs Wt ^J% *!lRl<t>MI*ifa i 
^"C^ vBv»SI«>$. (NAPs <sm MAEs) Internet Exchange Points (^taMlJ Wm *fc?P&) or 
IXs ^Tf "^ i NSP Wt ^T^ttsT^ ISP (Internet Service Provider) Wl<T ^f^ bandwidth 

(33tev3$v!jvs) ffl$ ^<t sitw i fe<r tor ^ «iwfcrr fif^sj wa faw% ^<r (Ff^ra ^ros 




NSP (i.e 


j. CERFNet) 




NSP (i.e. UUNet) 




NSP (i.e. PSINet) 
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^^^ f53T 4^fi> TftW ^3 ^W\ fe ^fca WW ^TC^ R>>»IW NSP Wt Ih<^Ot« ^«T ^3 

f% wfa? «rj ^H^t^wr ^stvtt?r <rc?rc^? *$m$ wrt¥ f% ^*r ^p^to $m ^?t 
^r? ^*ft<j<T 2^ ijfij* ^o^ ^c^ *=tt i c^Mt #5^t^ ^?r ^r «rj #^t<T wf c^Ntn 

C*f^faTfa W^J OT ^Rse^ ^Jj<t >t44I4 \©T routing tables 4 (JfTTf «TfW, TO 4^ routing 
tables Wit S|f^fi> router *1t<H ^^ <ffi^ i 4^ "^ ^NWCB 4^t router 4<J <FtWI 

Routers ^C^ *ljfc^ vspr^-WT ^tft i <£R5l5T router ^Tfot^© f^| (?f5^T]t^ WW ^\^& 

«m^ <m $% (?#^tii¥^m^ "sn^r *ijn^ nt^r 4<f$t ^jt^r ^s<t ffa© *rter i stf^ router 

TSfltfT TO wfft^ Cflfrorrfc^ <jr|<ft TO^ TO TOT f% IP address ^FTO ^^^ i fo% <£ftft\ 
router ^TO^ WfcT ^T TO ^*ft<J<T IP address Wt f% i to* fsarf^ ftfhH W 5 ? i OT ?TC 
<FfM ^t^f backbone *MC^ ?TC^ ^^ (3TC^ TOT ^^ router. ^*ft<J<T to*<T ^5 NSP 
backbone WT 4WI NAP 4 TS^S* Wf^ i TOi* to f%^ TO-C^"?^ TO^ &rf< TOrsT 

to to^3 f%^ TO-<?jfrQ?ri¥ ^n^, 4w*ts<t to<r to* ^fl> <hito 4%t <?#^?rt¥ 4 
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NSP Backbone 
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1.2.3.4 
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fsar <t 



W <aW *m^ ^^# router 4 WfPT, ^ router l5t WT C2fW #1^l«<1 IP 
protocol layer OT IP address fec^ ^©T "^tffa^t ^^ CTC^ i Router ^H ^t<T routing 
table C5^ ^^ i "#f ^ IP address ?Td8tfc C^¥f¥ ^ «1T>QTIT ^TtTT, ^^ ^UtW^t C^ 

(?#^s"?m^ *rferr ^ i ^m #f ^t *fh3?rr ^nu ^^ t^ router c^ *\m$ft\ wv 4<f$t 

default route 4 *ltfk?[ (?m ^T ^Tfat?^ backbone ^^ ^*fc<J<T fww «ltW i WKT WT "^TI G\ 
^t^# router TOT CWft packet i5t ^ffrfca "^<T i ^ CT ^t ^T TOT, ^t^T ^ packet ^T 
WK?fa "Sf^ ^^^ f*tW ^te «m^ W^Ff ^T (71 4^ NSP backbone fef ^T C*Fft^ i C*PW 
router, NSP backbone Wfca ^^ <1t*IU2> ^TtfT<T routing table ^^ >HCI>ttl <F5 «£R? ^ 
packet St C¥ ^f^ backbone 4 ^T ^fterf ^r, (7T*IM C^fW ^t («UI«>i3i3|) fe<T fww 



i« 



Tjfff wl*tft (71^ # 5 1^T?T t£RT IP address ^T WfaH ^1?T 1W ^srffifi fs^ W ^H, Wf f% 
^C<1? *lfit Wf*t*Tfa web server ^ "sit^HC^ Wt't^TtW www.anothercomputer.com «TTW 
C^tM $<t>MI*J CTO© ^T, ^*ft «lT*tft f% «>«t«W? Wt*ftt<T web browser R>>»lM Wl^?T ^ 
^^f^T ^taMCiS* CWfa WFgft <FW? 4^ 2fa!^ ^6^ ^C^ Domain Name Service or 
DNS. DNS ~$m 4<F§T f%f^ ^J TOfa (distributed database) CT*rft?I $£|<1M<£ TS^ 
^W^T ^H^IW<1 ^fa ^G ^tW^ IP address 4<J ^lRl<M <TMT "^ i 

vsf^^ ^fw^f^ <MVz. *lt Internet host 4 *TS^ (connected), 4<ft 4^ DNS database 4<T 
ifRs^T Wt ^IT «RJ ^H&S|<10t<1 4^ database 4 2fcH Wf<T ^M C*m i ^ ^W f^*t^ 
<Ff^l3|<10T<1M> DNS servers ^Tf "^ I C^Tf DNS server ^ W»$ database *tf<H WZ3 ^t, 
^ 4<T <£ftft\ Wt *fl?H ^^ i WT <^^ c^pft 4<!# ^f^^ ifRftt domain name 
(c*w«io www.anothercomputer.com) request ^G^lt ^Tf ^ DNS server sfl^t <pw »Tt, 
^©W ^ DNS server (7T^ request C¥ ^RJ DNS server 4<T f^W <flt^» (re-direct) ^3T 
f^ i TRfa «lt*ftt<T request Wf domain name 4<T 1W l^f^ff IP address ^Sf *ths?rt 
^TfTf ^C<T browser ^*K «tt*M"K¥ C^ *t^J computer 4<T 1W ?R^ ^^ f^W ^° Wft 
CT web page pptfs P>kM ^at<T ^ffij ^[*ftft*t ^W i 

stt^t^er -*iiQtv8 tffsfawj 4 Wfra ^® grit ^cro, c^ ^w *M ^?rca *lt^^r ot 

^I^WU <1J<1^IW<1 W ^Rc^j sj^c^ protocol ^mf<T ^^® ^ i 4$T W OT, ^l^wU 
*ild<pv»tW ^st^f wl<T ^j vo|(,«i<p W^ CTtftCTH (communication) protocol ^<M«I I 
<$Uv$ WW ^^^^fcrfflj "^G^8 TCP £rf° IP protocols, routing protocols, medium access 
control protocols, application level protocols ^sltf^ i ftu><i ^(.w^cn f%^ W^^ ^Q 
<W protocols to WfMMf WT ^rfT Higher level protocols to SWCT Wf^TT^t Witt 
fJR, *f^?T lower level protocols fel «ik»il&«il ^^T "^^ i 



i8 



World Wide Web (WWW) ~§m ^NWClJ >\<Q>LW C^t <1J<1^ Tlf^T I OT application 
protocol ^ ®f*1J web ^tW M^s ^1*^ ^ ^ot ^Ct^ Hypertext Transfer Protocol or 
HTTP. wr*M ^srfafa 4<T TW Hypertext Markup Language (HTML) C¥ «1to C*Mt<M 

^r i html ^^ 4^ w^ *ofe«rara ^r ^mt?r wr ^ ^t^h c*i^s? cwjj w^t i http 

^^ ^ imtt protocol *d?T "stfWi ^NWCU ^S"C?R 3f^Wt<T (web browsers) 4<K ^"RH 
^m (web servers) 4W W*fc<J<T TW C*rMWt ^S<H i 4^f ^C^ 4^fi> 4%^*Tft ^^ 
CSil^T^T ^sH gftST^T *1lRtva ^5t TCP ^<T ^T layer ^ ^*fc$ «TfW i 

*.«U. HTTP *TO WWW (World Wide Web) 

HTTP ^C^ 4^fi> ^'Wttt^fN text based protocol. 4*TfcT sjt^ ^t Clients (web 
browsers) ^TSR" ^t#^ (web servers) C¥ request *tlfcl?T OTT ^"C?^ ^^tMH (web 
elements) (?PH§ tfBR' C*l^3? <lt ^WC^ W i request l5T ^T#?T ^©¥ Sf*?H Wf<T *t^ 
Sjt^ ^T Client <sm WZR ^t#?T (web servers) 4<T TOT TSCTH ffim ^ ^ I 2ff^ 
^g 5 ? request 4<T ^HJ <IH<1H ^pT ^T?PIH ^^ ^FZUv f$ i «rfwT^ protocols "55^ TSPIH 
*rc§ffc (connection oriented). 4<T "SfTFf ^^ OT ^fi> ^f^frfa ^M Jlw W^^ *f 
CSffflttflH ^TO, ^tW^ 5f^fsra? W^ ^NwU 4 ^WrT't ^ <tf*fca ^ i HTTP ^^ 4<T 
«jf©iiH i client "*Bft^ C¥fa . 4^fi> HTTP request <Rtfs tf^CT, ^1#<T 4<T TW >$WQ 
tsr*\$ ^gsf ^t^^"tH ^T TSPIH ^f*K ^?T?a ^ i "*N^ «tt*tft «tt*ftt<T web browser 4 
4^T> URL Sl^*f <F£<R, W^ fe<T ^Tf ^ff© «ltWS 

i i "^ URL <4 <W3t domain name ((^Wo www.anothercomputer.com) ^lc<P, ^^C°1 
browser 8WCT 4^>fi> domain name server (DNS) 4 TSWH ^T^K ^W 4<K ^ web 
server 4?T ^U <rah^vs IP address r fc®r ftw i 

*i web browser Wf web server 4<T TW T?WH (connect) ^*K ^WJ 4^ 4^>T 
HTTP request <11&tW (protocol stack ^f ^m >\H\*\v\$) Tg|?r ^if^^ we b page 4<T W^ i 



iff 



vs i ^ server (7^ web page i5T ^USf *tt?T ^©w web server ^T *ttfct?r Wfa "^ ^^ ^T *tt?T 
WX 4^>fi> HTTP 404 error message *lto i (404 means 'Page Not Found' ^T C*f^i ^M 

8 i web browser ^^ page 1>T receive <K<1 ^° connection ^^ Rfefl "^c?f ^ItTf i 
>.<*.*. *R.<OT.fl>;ft (SMTP) *TO ^WjR^ C5ft*r (email) 

Wft<^ «raFta ^NwU Ttt^r ^C^ electronic mail ^T E-mail. E-mail ^^# ^flfC^fH 
^^ C2fft3l^«1<imf<T ^^ ^m ^N Simple Mail Transfer Protocol ^T SMTP. SMTP "Q 
4^*JWt<T text based protocol fo% v\ HTTP 4<T W TO, <Ft<H SMTP ^@5 TSfflH fdllfc 
(connection oriented) protocol I 

W Wt^ Wt^Ht^ mail client f& ^*M13" e-mail *fPpT, ^*K fe<T ^Tf^Wf ^te sitWS 

i i mail client ( c*Wo Netscape Mail, Lotus Notes, Microsoft Outlook ^©jtf^) ^GT<1 
mail server 4 T$iC*!M ^t^ <PC<1 1 mail server ^ IP address ?T domain name ^t^ffa^ 
(7T5 Wf «ltW Wf «tt*ff^ mail client ^T^T ^?H i 

* i client 1% Wr C5^T CS<F <F<^ ^T C5%T (7TS <FTO 4<T ^*fa f^sT ^^ WM"^ SMTP 
commands <tt ffi#f server 4?T ^t^ *ttetf "^f Wfa C^ commands 4<J Sff^s^ ^S ^ 



^ 



O. U?T *lfiBI% (Tor) 

l5?T "^^ vSflj^lM ^5^^ (tunnels) 4"SFT 4^> *r?n?t<T <?#>S?rl¥ Ttftfs OT C^ft ^J% <tf *F«T 

wr*Ht<T *rfcrr c^^r ^«uc¥ §?r c^^sTit^ %# fifNsj ^f#^ (^rr tor ^m ^r relays 
^ict if^f^©) 4<r w ta *itfct?r, w©g*i<T wr*w<T t%«*ifi> *N*r* $$nwi3 (cwrg %n^) 

wt*fa c^r c^fa ti^ l^fen? ^mch wr*w<T ^NwU ^wm 4<r ^^ ^w^i# ^<r #t 
^rc© *rmw 1 f%$ is?r ^ f^n^tw stf^© «^s *tiw i wni<t 4 wb ^© itra wr*ift cwr 
^rt^ (<i Tit^^T (7i%^ ti^ wr*w<T «r^t (wr^f c^win wr ^nwU ^mt<T «>««h) 4<t 
^*fa ^w^ <n^ i fcr 4?h ^t^w wr*^ ^^ ^wsRtft wr c«rw to© <ne*r i ^ «raFft 

^fatfl 3TOT) 4^ Tlf^ ^T *W ^mf<T ^<T i ^ 4^ mm<l *ti% «lT*W<T ^T request 

wt «rj 4^fi> Tif^ ^T *w ^mf<r ^^ i ^ wr*fat<j f%^ ^n ^# ^"ter *r i?r^it 

%TOt fTO ItW "=TT| 4*^ ^ Wt^ WT^Ht^ vslft (<#5?r ^^ ^«U ^T Login ID and 
Password) ^fw <tf*fa© ^T WWW Wt^WW £|d3!<M TS^ ^f^ ^TW ^T^^TUt^ 
(protocol-specific support software) ^H^ ¥?^ "^^ i C^H§ Wf 9 ^ ^W Wfa C^M 
l5?T ^l^T (Torbutton) ^mf<T ^^© *ft^T "^ WT^W^ ^H^IW<1 ^^P^tl^^rt^T 



*<\ 



(configuration) f^JW fo% ^J ^WU[ KWU5 ^ftj <F<^I VvlW T5?T ^^^STIt^^ 1W 



$A fa 4t$®t\te4 W^# 



te^ "stfWi i£Rst5t c*1H% T?PIH *W (private network pathway) fc»ft Wf<T W^J, frsT 
(FjfrOTrfc^ <|j<|^!<i^!ll<i ^^froTO ^t client TZRt«|v8\o|M ^3 ^Tt^f^stW relay «ml«« ^\W3 
4^# ^WR)4 ?TCPIH (encrypted connection) ftf*tfc *isf <tf circuit fcsft <R<T i ^ *W ^T 
circuit <£R5*TW 4^ ?TOr 0«><W*M 4^fi>^ hop *IW f^o «H^ i£RS Slf^fi> relay 
C<I><W*M ^ q^f ^?T OT, C<FK relay ^tW <£$ Wlfr fef^ «£RS C^fa relay C<F CT wf5t 
fTO i 4^# relay <H^ WfaT ^T OT ^t *UK?^t<T ^P 35 ^ *f<#r t% i ^t *W ^T circuit 
4 ^Tfa ?m client 8tf^fl> hop 4<T W^J 4^ CTT? WNM ^ff^wfw C^5 ^mf<T ^^ ^ 
f¥w Wf<T « (?i gffsfi* hop <?R <*r5T <[^s ^t *tt^ W ^M C^t^T ?KT?rffi «|R>4^ ^^ 

^ C^^Rt^ TCP streams (transmission 
control protocol) ^ WV ^lW ^C?T 4^ ^5t 
CT C^H c£|f|fW*r^ W ^mf<T <Rtt TTteT ^f 
ifJR- (irfifOTH SOCKS support ^C?M 4 
<FtWf OT ^R C2jtSJTST TCP/IP Stt^t^T ^H^ 



^ How Tor Works: 1 



y Tor node 

, >> iintrcryptdllnk 
— * ongfypted link 



Alice 



f Step 1: Alice's Tor 
client obtains a list 
of Tornodesfrom 
a directory server. 



Dave 



I! 

■ a 
□ ■ 



Jane 



Bob 



*v 



$ How Tor Works: 2 



y Tor node 
■ ■> Lnercrypt^dlhk 
— » encrypted link 




Step 2: Alice's Tor client 
picks a random path to 
destination server Green 
links are encrypted, red 
links are in the clear 



■ a a 



Dave 



s ^ s 



Jane 



i "f -li 



Bob 



10 How Tor Works: 3 




\P Tor node 
■ ■> Lnorcryptedllnk 
— * qricj^pted Jink 






Step 3: If at a later time, the 
user visits another site, 
Alice's tor client selects a 
second random path. 
Again, green links are 
encrypted, red links are in 
the clear. 




■ o«o 



Dave 



H\b S: 



■**'-' -'-■* 



Jane 



Bob 



§?r ct f^# ^t#sr ^mf<r ^^ ^sta tog ^fl> ^t#sr wr*ftt<T *tterr f^wiw ^*fc^ 

(encrypted- ft%f ^Tfewfo* fB^ ^t code TO irfw) M^s <W i fa§ ^Rf*tt ?tf#<T (*IT 
exit node ^TCT ^tflf^fi) ^t ^?Ttfa *Tft<T ^T i 4<T ^ ^TT 4"5H ^W ^ ^mtWfft 1t>S?lt 
*ItW ^KFRT e-mail passwords ^ >W«& C^ TO *TlW (*# ^TO https W ^H^ ^CST) i 
CTO| ^ITM WlW^ ^ 4^t falJt (^t fake) Wltfc, ^ 4^ ftq*|i3l ^ ^5 C^TTf ^T 
TO i ^5t^5t WTO TO TOTT https CSil^t^T ^mf<T TO<T C5tt TO^t i 

to to C9tt*t%r5t ^t?r ^mtTO*tfftro ?t^to ^to f^ro ^<r i i5?r (?#tokto ^*ij wr^n^ 
^hmj <imi<i<i>!lkii<i "srf^i vsit^r ^ro <rt?*f i ^ w c^t ?rtTO $?r ^mt<T to?t, fcr w 
c^t frot^ ^w w«fk wr*fa w c^t c*rr*i%^T «i<m*m to^ ^mrcro i £sto <imi<iwr« 

W ^f% itw, 4fi> ^s <af*t <1J<1^N^lllw Wfft ^rous *Jt?fW, wr sifeffc ^TCPItlTO c^ss 
^"ftJ ^*T (possible sources) ^3 *tw (destinations) TO if^lM ^f% ItW TO? 8|fafi> 



>& 



^.v!).i. Iter Iter 

<ra ciin (cwr§ ft 5 ?) ^© c^ tor (?#^Trf^ *tw ^r^w w ^r *trc?r ^twn w^ it®? 
fter i Itw Iter «$ srrofw ^R^trr I5?r c^Trrtr *r f^ ^s?ira w^ ^?t ^?n 

%t*to f*fw c«fw fwr ^<m *tf» 4fi>^ ^ <?r, crog Iter fk*r «m 2Wf*f^ ^ ^r ^ 

C*r« £<T ^mf<T Wit ^HT^SR^ \©*ft ffa %jf\ ^j^t^ ^^© *Tft<H| i#vs §w Iter 

^mf?r wm wt^tn 31^% ifa «n^ <fw *nw <fhh 2^tf*f^ ft^ra' c«fw W2f^tf*f^ 
fro tor wvh Hw ^ c^?r w^ i grow ^ Hw 4^ ii^fa $*ti?r ^rr§ 

(<F) bridges.torproject.org ^fr C«R¥ Hw 4<T 4"C^T WsTlT Vtw I 

(*0 bridges@torproject.org W« $W$*I ^^ <£^T ^Sf^ <Rtt nteT i 477TO $W$M<1 
<lR}(.^ 'get bridges' ^>sllfi> f^fc® "^ I Wfa CT^T *tlfclff© W$ gmail.com W^ yahoo.com 
c^ i to 4^tw tcstoi C«ld3>G Hw 4<T ^Rn ?R5te; Wl^ ^T i 

Hw 4w*t ^°si^ wt<r *rt R>>»iw ^ 4<r tog ite? CT^rr*f wes ^ ^t %& f^ara' Tt^twj 
(jrw^rtg 

i i l5t^t<T C«R¥ Vidalia Control Panel Wft <F<^ i 

^ i Settings te# W^T i 

o i Network W^HW fl 5 ^ ^3^f i 




> ^ © <I> Q toiprojectoi^ https://bridge: .torproject.org 



Here are your bridge relays: 



br dge 109. 192.60. 207 = 443 % < % ^ £ ^ ,^J' ^, ~, ->^ ^J 7p>- ^T 
br idge 24.255.29.6:9001 
br idge 89.190.3.61 :90D1 



8 i My ISP blocks connection to the Tor Network Wt*!^ Qp<P ^^T I 

<t i ^w^w ^rr^QTrr ^w*i w 176.198.145.153:443 4 <h^t wi^fa ^w\ ^ c^^ni^ 4<t 

C^fM Add a Bridge ^ %5 text box <4 copy-paste ^^T i 
fci v5T^T fw^<T I^Sf KPT fk^ H^ ^<FT 1 
H 1 4^tW «F#f$ * fl> 47^T C^Tf^t ^£<T f*R 1 
V 1 ^t<T C*fW %5 OK ^te UN* ^<FT 1 

^.«A. sjf^T Tl^fa (Proxy Server) 

fejj <|\3*JM ^H 4^ Vidalia <RtjN *lJfaM HTTPS Stf^ ^TftfUE' ^^ i 4?a ?jf%*tf 4$ OT, 



^ 



^q *m&\ £ff%f ^m wrsitw^ vstfrr «f»r cw© *tt?r, fai https £tf%r ^t cw® *rmw ^r i 
^^tt https ^^ £#f£j i ^"sr 1% wrs^t c^h i^tB 1^f§n> ^ft, ^ if gff%[ ^t#^ c*N?© 



4TTO ^^f^f ^6^ CT*f TO^f!> HTTPS, SOCKS4, or SOCKS5 St% 4"C^T CSft^TvS ^t<T 
?jffl i 4^ 11^ OT*t ^Ttft 2ff%[ ^Tl#<T vall*U>l Wf^8 http://hidemyass.com/proxy-list/ 



Proxy country 

[H All countries 



Indonesia [188) 
Brazil (ISO) 

Russian Federation (76) 
United States (63) 
Egypt (51) 



U 



Port(s) 

W\ All ports 



TIP: Enter specific ports in the 
above box,. Separate more than 
one port by acommal&OSO, SO, 
443 ...). A maximum of 20 ports 
allowed. 



Sort by count | Sort by nam e 



Protocol 

□ HTTP 
HZI HTTPS 
[Zlsocks4/5 



Anonymity level 

IE None 
Slow 
Medium 
SHigh 
SHigh +KA 

PlanetLab 

Include 



Speed 

Hsfow 

[^Medium 
IE Fast 

Connection time 

II Slow 
[^Medium 
■ Fast 



Sort by Date tested DESC per pageSO 



Pause Live Refresh 



Update Results 



Custom search #227676 

Country: China 
Port: all 

Protocol: HTTPS and socks 4/ 5 

Anonymity level: None. Low. Medium. High and High +KA 

Planet Lab/Co Dee N: YES 

Speed: Slow, Medium and Fast 

Connection time: Slow : Medium and Fast 

Sorted by: Date tested descending 



Last update 


IP address 


Port 


Country 


Speed 


Connection time 


Type 


Anonymity 




sees 


222424551 


3128 


■ China 






HTTPS 


High +KA 




^^^ 




5m 23s 




125 93 180 234 


8081 


M China 






HTTPS 


High +KA 




^M^rt 1 




6m 23s 




58.67.147.203 


8080 


H China 






HTTPS 


High +KA 




l. 1 




10m 24s 




22274212.66 


808 


M China 






HTTPS 


High +KA 


bjjjjjjjjjjjjjjj 


kjjjjjjjjjjjjjjjj 1 



^*ft<J<T tftfUv China 4<T 8|%©M (TKT ^m I ^*fc^ flr*t f^f^ ^^ (FRIT ^1?T, 1ST ^f ^8 
<£ft Update Results ^ta ^ ^<m $ CWfa 8|%©M &M\ ^TW i C<TWtt*fr ^pf 4W*T, 

ci# « stro <7f?rr wi^, ^^r ^«u to ww ^ en%r ^r#^w ^mf<r ^^® ^ir^^r i 

4W C^T 2jf%[ ^fa C¥fa f^t 9 ^ WOt Wf^ f^tt ^t C5^ Wfa W^§ http://proxy- 
test.zzl.org/ R>l«ri3 <p«m i 



^ 



i i Vidalia ^^T *lJfaF[ >SC*ft ^<FT i ^T^t^ 15? *||^W v5t^T H^ <FWT CT *BtWT 
to WK7T ^ ^TT Vidalia <R3^T *tttW i 

^ i Settings Pic°l8 <F^T i 

© i Network W*HW f|H> W 5 ? i 

8 i vsfa*fa 'I use a proxy to access the Internet' CIR> T3T 4 ftN» f^ f^*T I 

(t i Address 4<T *fft*fa <K^i Sjf^f 4"C^T «f«W hostname COGR" 4"C^T) l>1^*f W^T i 4<H<T 
Port ^<T l5l^*t ^FT i 

fc i Tftt^© username 4<TC password CWfa *fWfa ^ ^t i ^<t>l<1 "^T CT ^r©f% f*H I 

Hi ^m^ 2t1%f 4<T Type (STO) f^^ta ^<FT I CWT8 HTTP/HTTPS, SOCKS4, or 
SOCKS5. 4^ ^«U £ff%f ^TfejT ^M C 9 !^ 4 (PrUt SltWT I *IT ^^fc^ Tl^S CTOT Wf^ I 

Vi OK^tofl^^^Ti 

4\3tw 2ff%f 4<r "srr^K^ ^ ^mf<r ^m ^ht si^© ^w cw i 



*« 



1 Archive | The Tor Bloj 



)S 



{") free-lencer&-peru * View forum - ... x [""': Free Proxy List - Public Proxy Ser... x |i»+ 



ijfr 1 gj <1> fi* | G mdemyass.com/proxy-li5t/ ^. £5 W^^*.' i : TJ T ?T^ 
^■TT^ ^~^ ^3." *■% 7-^T 



^ ' C | , (§) & - major internet protocal P | j ft ' | E~ 

HTTP 




Sharing Services Appearance Advanced Help =-;, _^^_ r _ ^-^r- 



5. >IC="* ^!l»-< — 

3 I use a proxy to access the Internet 8. ^IWll <'&■* 




=1 (*). -£*T^ C^TJ T^~I 3^7 


Address: 95.1B3.71.69 (^_{=t). ^=tl^T ^3R^^ C 9 !^ ^^1 


Port: 3128 




Username: Password: 




Type: [hTTP/HTTPS w | ^ (^ ^"TC? ITlt* ^03 <-*M 



□ My firewall only lets me connect to certain porta 

'■■:■: ISP blocks :o:"'-":e:;'o:";s :■-■ ;he "or r:ei-:.o*>: 
Bridge Settings 
Add a Bridge: 



k ■sj^ ^u '.woi ^rsp 



faff 



*. ^ore c£|7^t im c*rw .ru «rw ^rfw ^ ^ ot 4fi> ?nf*t?n?r *nf$va 4^fi> ^f#^ i ^ ^t 

O. http://whatismyipaddress.com/proxy-check 4^ Tl^?l "stfWl Sl1%f?r £Ft*T ^^fsPUf 

wfi^ t^rr, c<fk ^j f^ <ra f%^t ^Ht ^rtrr i ^ stfw 4<r f^s?r ter if c<te *sm <$<\(M 
8. ^ot*ij ^ st% wrsrrur^ §?r 4<r *rterr ^#r Forward <f^ ^ i ^tt sfr%r c^ wfa *i?r 



^8 



^.o.o. 1%^ Preference (?ri> "^T i 

<F) SWW 4W*T TOT aboutxonfig Sl^*f <Ft?T, 4%<T ¥f^ i 
*0 I will be careful, I promise ^l^ci fip<P <p<i s *-i i 















r."] Are you using Tor? 


x [''] aboufc-conttg x + 


^7 










♦ * 


Q s 


| b. ®$ 15* mi fef <a-5 id ^h ▼ £ |H- 5fi«^g« P A fl,& 0- & 


















▲ 


This might void your warranty! 




Changing these advanced settings can be harmful tc the stability, security, and performance of this 
application. You should only continue if you are sure of what you are doing. 

[Vl Show this warning next time 


I'll be careful, I promise! 












#-0 * 
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%&<t ^?r ^st f^t? f¥sm ^^^ c^ <R3T, ^t&vz c^j 4<r ^*i<t ^t^r UN* <ra c^j 

C^ft >j\©^t^t (T^tt^T yes ^J 5 ? 

^^ ^^t^ f^5<T Preference Wt i5l^*t W^T «£RS ^t?T ^Jt^ *§#f ^?R 



O ' — 'j .j* ■ 


«ivg«i \»j|<^ 


*""* l L . L O. J 


M>l«l Hl*J 


\bvj<MI«1\s| 


geo.enabled 


false 


Geolocation disable <Mi 


network.websocket.enabled 


false 


DNS leakage ^ <M 


geo.wifi.uri 


localhost 


Geolocation disable <Ml 



^£ 



["] Are you us big Tor? 



[_] aboufcconfig 



(^ §^ <■> [..] aboufcconfig 



^ * 



Filter: network.web socketenab led © . d]^ f^F°*t5l*J Ijl^t ^C?[ iSFljfa <£*M 



Preference Name 
network.web so cket.enab led 



Status Type Value 

user set boolean false 



8. «lMjC s y^"C^1^>t'*<J i *J 






0-: 



•QfcniJiiMi^n ji j 



*.8. U* ««*IM ^5#5l 






^.8.y SH^5& CW 



Wrt private session ^TO?T ^^ ^5? ^H* i ^ ^Tf^ 2f%^ CWfW ^TNTO ^#^g 
Ctrl+Shift+P 



^ir 



Start Private Browsing 






Would you lite to start Private Brows ing7 




TorBrowser will save your current tabs for when you are done with your Private Browsing session. 




n Do not show this message again 








Start Private Browsing 




Cancel 













^ 



j Private Browsing 



._ 



§J <■> [;|_J £?o ro a Website 



fr^gT Ii 



_^J i*l H _D^ JSK _Q_ 



|0P 



Private Browsing 

TorBrowser won't remember any history for this session. 



In a Private Browsing session, TorBrowser won't keep any browser history, search histojy T 
download history, web form history, cookies, or temporary internet files. However, files 
you download and bookmarks you make will be kept. 

To stop Private Browsing, select TorBrowser =- Stop Private Browsing, or close TorBrowser. 

'■©' While this computer won't have a record of your browsing history, your internet service 

provider or employer can still track the pages you visit. 
Learn More 



OT C^T C¥f<ffi?I<T ^lfi>TwS Accept Wf<T ^Pra «$ if (?PK7J<T WU 1Z\ Accept <RFT i 



["'] Are you using Tor7 



;""] Programming Beginners * View to,,. « [""] Untrusted Connection 



* + 



* * I4MS <■> 



79.172.193,10a-:-d;:c 



php i'lfthttps: -w^-vv. ansa rl. info il^^nt.TM. i*KSpT 



U * 



i. ifl-SfS^RT fttftf tf^ FTO 



■sot i£n.B)(.*i*i ^w ^rft.ft tftgp ^t^5H c#t f%Wt" 



CWT8 https://79.172.193.108 4W?T f^f^ ^WT 0?*^ 2f«N^ Untrusted ^ICT I ^5fa 



Tli is Connection is Untrusted 

~iou have asked TorBrowser to connect securely to 79.172.19 3.10 8, but T .ve can't confirm that 3-our 
connection is secure. 

Normally, when you try to connect securely, sites will present trusted, identification to prove that you 
are going to the right place. However,, this site's identity can't be verified!., 

WHat Should I Do? 

if you usually connect to this site without problems, this error could mean that someone is trying to 
impersonate the site r and you shouldn't continue. 



I Get me outofhere! | 
Te chnical Details 
I Understand the Risks 



^^ I Understand the Risks 4 f|N> <p*w> "^ 



*<* 



4<T*fa Add Exceptions ^ta flH> ^T?® "^ 



I Understand the Risks 

If you understand what's going on, you can tell TorBrowser to start trusting this site's identification, 
ETen if you trust the site, this error could mean that someone is tampering -with your 
connection. 

Don't add an exception unless you kno T .v there's a. good reason why this site doesn't use trusted 
identification. 



Add Exception- 



-^. ^m^f^^w^- 



^^ Permanently store this exception <£RT *ttt*t fiN> ^Tf¥ ^T f^rUs ^ 



Add Security Exception 



% \ 



You are about to override ho'.v TorEro T v:er identifier thi: rite. 
Legitimate banks., stores., and other public sites will not ask 
you to do this. 



Location; http s ;ff79 . 172 ,193 ,10 a/index,php 

Certificate Status 

This site attempts to identify itself with invalid information. 



Set C eft::: "sis- 



View-, 



Wrong Site 

Certificate belongs to a different site, which could indicate an identity theft. 



8. I^^Gf W^FT Wfa 
% i35 15^ ^T^ W^ ^ 
|?1 Permanently store this exception 



m\u$ etfmi* cwiR qjWW 



£. <£l4tC-l &* 4*M 



Confirm Security Exception 



Cancel 



^mta ^rftiw^T c^r ^nt^ ^ifl>T*pw»l5 sr^r wr ^rr i 



^v 



^.8.\5. Tpl^r ^rawtf (Save) Wlfa 

Tor ^ f%W C^H ^P% ^^Tt^ Wt?T ^m %M Wlfifc f^W I WT C^H ^Pt^T fe<T 
f%W C^f^ open <mc<m ^T ^v ^T save W^T I 



Load external content? 



"ST 



An external application is needed to handle: 

http ://£ sO 9n3 .sendsp acecom/dl/32 47ede47Sdf 9 3 7c3 S4f 72 c adl Sf d2a2/5 Of 92 6f2 7cdO 6 7a/tucgo 7 
/sheet_samp lejar 

NOTB External applications are NOT Tor safe by default and can unmask youE 

if this file is untrusted r you should either save it to view while offline or in a VM„ 
or consider using a transparent Tor proxy lilze Tails LiveCD or torsocks. 

^j Always launch applications from now on 



Launch application 



Cancel 



4\<S WV Launch appilication 4 IN" W^T i ^^ Wt^ ^M Open HN> ^T ^^ Save 
^.8.8. ^R <#W*T 

gf^j^ #tm tc^T ^.f^. ^mt<T wi<r w^j ^wr ^^ c^H ^t£ c^?t ^rw ^pi 

4ISFT ^K^ W*T i 4<T W^J %5<T ^% ^st Vidalia Control Panel 4<T Use a New 
Identity ^te Hr> ^H I 



*& 



I 



M" 



b. ^^T^n^^^r 



{"} Are you using Tor7 



or ® fia i l"j torprojectorg http:://^heck.torprojecLorg/7:aiiJ=sti-L"Sir:n:a^=l&uptodate=l 



8. C v r$Wiij : fiK^*t W^ 




^ Congratulations. Your browser is configured to use Tor. 

"W?Qs^'«tR w^faH «ai%r& c^nre^ wf?.ft 

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. 



Your IP address appears to be: SD.237.226.73 






i Vidalia Control Panel 



I =_S|_2j 



jrfV\ Connected to the Tor network! 



Vidalia Shortcuts 
I I /StopToi 

9 



Setup Relaying 



■. ew ;:■■£ Network 4 F Use a New Identity 

B, Bandwidth Graph O Help (j About 

| = | Message Log ^ Settings j£j Exit 

[7| Show this window on startup Hide 



:> 



.til English s:parl:l E;--:n 



i k ayn is al SO available in Hie f 

.i ~IljI ::.:.r_; ::■=.-.:=:: It-1_; 






•i ■■lASii-r.a itf yiiV.i.r.i:; 4* A Vf 



*it^+^*rr«m^wi 



® ~i & S 



^^j «H^Pi 4"C^T *19Wh "^?rc^ t^t *tffat Wl<T W www.whatismyip.com fcfeiS 

"f#vv *rtwH wi^fa jfiupr *if^55f ssm f%^t i wt^f ct wftfa 4 w cw^^r (Tf^t wr^^r 

Wt*ftt<T ^T, ^?TC PrUt «ffW[ W*ft (vS?T) Tor Relay Server 4<T i 



*.8.£. «ttl«»|ftd3« https ^PH ^mft 

(^fa ^3^ *r*t-% wt?r ^j wrr ssl / https <imf<T ^<ft \ cwrs 

http://www.ansarl.info/ <£ffi *tf^tf© https://www.ansarl.info/ 

c^f^r?^© *rt<rc^ i f^§ https ^ c#t w?w ^r i 



vSo 



*.8.^. wzR ^w\ wtm ^ ^m >\\\&4 ^ritft 4^ <jp^ -35^ 

CWT8 https://www.ansarl.info/ 4<T *l%^5 https://79.172.193.108 W&ft ^FT 1 

<r<h 1 f%$ ^t^t% ^B 4^ <ij<i^n ^tft %^c£i^ ^rf#^ ^h^ s^ ^r 1 



%5 






tar 1 

*. wstwrww fcr ^mm ^r ^<r, ^rf^«n 31^° 4<r ^rtf (cw *ttot *fat<T ^m) fcr ^mf?r 
<mc<m ^r 1 ^i^t ^Rit^j ^tow ^pfr3?]jt<T f^sst ^WsH c^h 4ii$u3*j ^ ^r^ ^t^ws 
<rft, ^© f^ti ?rNfa c^ wr*w<T wt wr^tMw / vst^wrfw ^ 1 



-Si 



*.£. 8|fe|*l$i||« 

Wts^t CT Vidalia ^Wl^ (6?T ^ml<T ^*f^t^t ^Ftf *Fl?Tfr W) <li<I^N <!#, 4*fa *tW «$ 

^t f^?it is?r c^^Trfw^ fas* ter ^to ^rafl i W% wrsrtorsr ^tewiJ <£ttoii*i*, f^%w 

^rasfrsTora weft ^i^wU ^mf?r <ra, c*refo fas ^1^1% ^tawiJ ^mt?r ^rc^, fcr 
wt^rr #f ^w^tst «Rjt^j ^refroro^ tor "sjt^iw ^NwU tsctM' ffa© ^, ^t^r 

Proxifier v3.0 ^IW ^^freTO ^ml<T ^^® ^ i «£|i5t <©*M 4 ^ f^T >\H{&\ v5t^W5 
^?a *tfaWT i download Proxifier v3.0 %^ fttf feT «IC*H> %^ C^ "^<T i 4^f^3 
%&<T t%?W Proxifier v3.0 ^W^"?Jjmfi> ^3 4<T ^^ 4^fl> f^f^^S lUvBcUlQ^lH ^tt^l 
http://speedy.sh/aJbSR/Pr-fi.rar 



4TTO Tor Vidalia Stable version ^mf<T Wtfa ^^ (4^ ^M Tfol^F© ^mf<T <!#) i 
<F) 2f^ $?T <£ra*fa Proxifier ^f^T ^<FT i (fa vfttf &m ^l^T «Tf^^T ^Ptft (7^) 

«t) proxifier Wft <RFT i C#T Hfi>(w*fa 4W Oaft 6 !* %& \5tFT fww) *>l!$<M 



C*i5ltva Wt^T f|^ ^r ^5t?T "^iJftTFT ^t*[ WW^ i 4^ Profile - Proxy Server 4 UN* W^ I 



Proxifier 




Log View Help 



_^=] Pro«y Servers,.. 



Q Proxification Rules... 

■^ Name Resolution- 
Advanced 



Time/Status 



Rule : Proyy 



■ =o= Connections liilLTraffic | * Statistics 



[052307:33:23] 

105.23 07:33:23] Welcome to Proxifier v3.0 

[052307:33:23] 



fife Proxifier 



File Profile Log View Help 

^ m ■<* Lb m j ia $ 



- 









icor 



[05.23 
[0523 
{0523 



Proxy Servers 



IB si 











Address / Port Type 




[ Add... 




| Edit... | 




| Remove | 




Check... 












You can chain several proxy servers together: [ Proxy Chains, , , 






OK Cancel 







Proxy Server 



□ I 



Server 
Address: 



Protocol 

O SOCKS Version 5 
■ J SOCKS Version 4 
O HTTPS 

Authentication 
□ Enable 
Usernarne: 



Password: 



Options 

No options for SOCKS 5 are available, 

OK [ Check 



vSv$ 



Add <lto H^s ^<m ^faJ<T ^ttfaFT v$W<S I Address: %*TC<r 127.0.0.1 *RS Port 4 9050 

Protocol tow Socks Version 5 te# ^><FT i ^t<H<T %S Check ^ta flH> ^^ CTC*f 

^t<T*f<T OK ^ta fw^ WR i 

4<H<J Proxifier i^tef <FtW <FTO f%^t *jffaT Wf<T W Check ^7T UN' ^<^ i 



Proxy Server 

Address: 127.0.0.1:9050 

Protocol: SOCKS 5 

Authentication: NO 



Test Settings., 



Proxy is ready to work 
with Proxifier! 



[44:29] IP Addreaa: 127.0.0.1 

[44:23] Connection eatabliahed 

[44:291 Teat paaaed. 

[44:29] Starting: Teat 2: Connection through the Proxy Server 

[44:29] Authentication waa aucceaaful. 

[44:30] Ccnnecticn to www . go ogl e . com: 3 eatabliahed through the proxy aerver. 

[44:31] A default web page waa aucceaafuly loaded. 

[44:31] Teat paaaed. 

[44:31] Starting: Teat 3: Proxy Server latency 

[44:31] Latency < ma 

[44:31] Teat paaaed. 

[44:31] Tea ting Finiahed. 



Start Testing 



Copy To Clipboard 



Help 



OK 



4<T*fa OF$ C^W Profile - Proxification Rules 4 UN* WR i Add ^?T UN* WR 



<08 



lBl»aJ ' 



Rule Name Applications Target Hosts Target Ports Action 






H Localhost tgg^ 


H Direct ▼] 




Default Any 


Any Any Proxy SOCKS5 

127.0.0.1 

















































Add... 



Clone 



Edit. . 



Remove 



Rules are processed from top to bottom. Use the arrows at the right to change the order. 
Use check boxes to enable/disable a rule. 



OK 



Proxificatson Rule 



Name: 
Applications 



'Enabled 



Any 



Example: iexplore.exe.; r some app.exe r .; fire^.exe; *.bin 
Target hosts 



Browse.. 



Any 



Example: 127.0.0.1; '. example. com; 192. 163. 1.*=; 10.1.0.0-10.5.255.255 

Target ports 
lAny 

Example: 30; 3000-9000.; 3123 



Action: 



r~5ri 



Cancel 



4<T*fa Proxification Rules 4<T OK ^ta UN* ^<H 



Cancel 



^J 



*tJft?TC?W Name %*TC^ 
Internet Explorer f^P^T I 
Applications ^ Browse 
^|5c*i 1ip<P <PW C:\Program 
Files\lnternet Explorer 
Pic«li ^W*\ i %JS Actions 
Rt>1M Proxy Socks5 
127.0.0.1 f»K«1$ ^>^T l OK 



vS£ 



^ tar fwsr ("^tnt^p^r) ^k I5?r 4<r ^c?r ^hwiJ •fr^Wrtw 

www.whatismyip.com fcterfc ^TFr C*Nt<H, ^ C^t^r^ 4^ ^f*f 4"C^T ffT«IOT i ^t^^ 

^i^wU ^w:?H^t^ 4*ft tar 1^5?r ter ^tw ^<rc^ i 4^tw ot c^fa ^t^rcmw ?refrs?ufa, 
c^r^ ^©jifas ctt? wf TO i 



'g i. ia^^"i5l<iwi5 il : lI^?rt?Hyts i rRirei3 - Windows Internet Explorer 

|gp^^f= V*^ — ' ^ i. . ' X~ 

& http://www,whatismyip.c.. .V "a^tS^Mifefa^Ft^-r - 



T^0 iT 1 




i>*f^f% |ggMQwha_|^W.. x I |^-0-Q&-^t ^Ft^ 



re you utine Tor 



• f ; free-lencerE-peni * 



["] What Is My IF - Shows You 



' l# €) <» fl* | whatismyip.cotr. ft. iS3TtW$ il^t^Wt^f lifljfa^T^T 



J IjhaH^^lPsMylP.com 

^MHHC whatismyip.com 



ml 





What Is My IP - WhatIsMyrP.com 

Your IP Address 
Is: 91.102.157.52 

No Proxy Detected 



untu Linux Surveillance ■w.uLstt'wt-x.cc 
la log and Network camera support Cross 
tform client Web 2.0 



Pking for Ip Add? w,y.v. Fa cebppfc.com 

; d Ip Add on Facebook. Sign Up Free Now! 



^t ^51-stHb | ?|#s t^sfS^f: "51^ 



r > - : _ r 



| Search | 



(I lihatlsMyiPtisMyiP 

^MMptf whatismyip.com 



.com 



Securj 



Domed, High Resolutio | [| 




P Vidalia Control Panel 



■ I tn I-b-I 



»\ Connected to the Tor network! 



Vidalia Shortcuts 



®» 



#•# 



9 



View the Network 



Use a New Identity 



■, Bandwidth Graph <# Help |J About 

[§|J Message Log /^' Settings pj[fl Exit 

[7] Show this window on startup Hide 



What Is My IP - WhatlsMylP.com 

Your IP Address 
Is: 91.102.157.52 

No Proxy Detected 
Whats My fP Address? 

Our visitors need to know their IP address for many 
reasons including gaming, tech support, remote 

ciefkcj: connection, prcsy detection, anonymity, tc 
see if their address has changed, or if they're 

running thier own email server. If you need to run 

your own email server or web server, it would be 



| ^SCRIPT*: la | OBJECT>: 



13 ■ 



lEl A 



Recent Fcrum P 
Internet Censors 
Hi all, ! hope I 
too, too much c 
here] I'm in Va 
Canada and son 
ago 1 developed 
interest in "Jord. 
militia"... 
Not recognizing 






I was unsure wr 
or not this was 
coned part of t 
forum? But I'll 
explain as best 
can, please exci 
lack of... 
Port Forwardim 



Hellc everyone. 



SftH fct>1M ^l^wU 4^?|tTO ¥Nt^Tf^ ?m Vidalia Control Panel 4<T Bandwidth 
Graph OT^T, GFfcW ^s^Q fer fas* fef WlSt ?ttm, 1 



<ob 



Vidalia Control Panel 



#> 



Connected to the Tor network! 



Vidalia Shortcuts 



<B> 




••• 



Stop Tor 



Setup Relaying 



View the Network 



± 



Use a New Identity 



I Bandwidth Graph IS ■ >j Help (P About 

I Message Log J? Settings jvjj Exit 

! j Show this window on startup Hide 



Tor Bandwidth Usage 





Since: May 22 22:4(5:59 



tSoHJ l5?T G<l><ml4 TCP streams (transmission control protocol) ^ *3HJ ^tW ^^ <£T^ 
^T OT C^fa c£|f|fW*r^ « ^mfa Wl *TtW ^f ^W i£|f|(W*rN SOCKS support <R<T I 4 
<FtWf (71 ^R CSftSTTsT TCP/IP SK^T^T ^mf<T ^^ ^T, C*T©fa ^ 4<I f^T fef ^W ^T 
^t i (7PH8 ping f%^t tracert 4?R CSMfa TCP/IP ^mf<T ^^ ^t i ^ 4«M l5?T fe 






vSS 



*/b. stt?ft (?pt^ arsr^s^t^^ 

ferg 15* ^w*h wf<r ^m fefi> ^fa^ tog 2f«rsr ^t#^ wr^rf^ ^H^m 4<r wt^Pr 
W^ i.p. (wr*ftt<T ^pf) $?r <imf<T ^<rc^ i ^^R% c^k TO*tt?$ I5?r ^t^h ^fa*f to, ^ 

sm§ i5?r <?#^Trt^"^ ?&tt* *rt sjfta ^rt^m c^iw ^rtw? s*ij srr 1% o^ft *ma? 

ferg fcr ^mf<r wt<r i^Rf f^t^ ^fa^ tog s%r 'fl^tafl* wt^rf^ s% (?f r ^fi *itt<T st<r 
\st c^h ^H^i<t c^j *ittat ^cbs sr c^f^rc^ *it?r ^r i wfa "#r wr^ https ^mfa ^^, 

^^ CT r»v»W<1 ssft^ O^faa *Tfc<T ^t I ««[ ^^f (?T^tU^ *fft<T OT8 www.ansarl.info CS C^ 

4^3R fsf£?fr ^<rc^ i w<k https ^mt<r ^<m s%r *n^*fi> ®% ^"Kto *tw <wto® *rf^ 

fa$ SS|J-Sfafc^ f\»v©toH SS|J CT OT^ *ltW ^t I ^ S^v3 Wt*fft fTOt*f*f ^t?H PT WHtS 

£T«t8 ^* #hSf 1% ^ «Jp>«l *NES ' P 1TC^ <?l Wft 15? <G«N <Ws.H? 

ferg ^rfot^© <f^t wr*ww ^ter ^t^rc^ *tfaw, wfi?i ^w ^n^ wr*w<T shifts 
~sm ^ftt<J i wr^f^m ISP ^ ^ ^W ^ 4^ #f pt ^w^t fcr #hsf 4<r wttPr cro ^<rcs 
*ttsr wa ^w wr*fa ot I5?r ^mf<r «>««h st st<n ^ss *ttw i f%^ ^ <ii<i^i^ ^^ est 



-Sb" 



SfgEfg 15* ffcGRT $»|*fa WTRT glfcfaR ^%5 fi^T *^? 

fers ^jf i ifi^r ^ ^»tfw i §w c«fw §w ^tswfa *rr«faj ^ , cw <<^ Tsnfa ftw ?ih 
^f| i c£i^ «n^ fas* to Tfmr ^■fcWH' ctct, toiR^imS. ^t<rt cat ^?^*r^ *itw i 

to *nw, ^*K ct t^ ^ ^"fawfa *rtc^ i ^it «n?^ cro wr*fttw §w <mta cw© 
sm§ ^imr is? 4i$*n*i*i c^r c*$cw <a*H ^f*r <jrft? <*iflj& cm ^r «flf$ pros? 

^^g 4fW^ C^5 l 

81*8 «£rf|j GttB5\ 1% *N*R* C^QTrtW* C^ : f^s •ItW? 

2f*f§ C^It^K C^ 1%? 

feTg OTfaPl C^ ^"faT ^@5 WT^t^ to?<T ^f**1^t<T ^ vsji^pf 47^ ^^ i^.o.o.i 

sm§ 2jf%Fmm ^.o.<o to t% -to? 

ferg 8ifti*p|*iN «imi<T Wt (i^.o.o.i) c^ £ff%f ^m %>iC<l ^mfa <fc<j to C^t Wftl<T 
I5?r 4<r ^oq-o c^^rw^ to wr^Ht^ vs#r *r&t?r i 4^tw ^ 4<r fas* to ^w*r csrrsjtsr 



£>ci> 



w&$ ?m is?r ^wr f^rosT ^tw ^^ ^r f%^t <tr ^^ rt i sps *ttsr %&^ c^H <Ftwf 

*A>. %^T 3^ *TC3FlW WT*H1<T system clock fi> ^ <MU& WffH ^ f¥w ^<FT G\ 
Wf*Rt<T system ^t^ ^^T^BI ^3 f^-^t fw^i WaS*f<T ^jR^fa 15? restart f*Ri Wt*Ht<T 
system clock C^ Internet time server 4?T WC^f synchronize (<3^ »H«I ft Gil WW) 



*A*. ^rt^QTOt^r *TC3FlW8 WT^RtPF ^W WM firewall Stf^» ^<T^ I WT*lR 4"5H^tPT 
l5?T (TfftalH WR pR ^5t ^2^Jt4 port 80 *RS port 443 W&H <K<Ti SWOT Vidalia 
control panel 4 *IH ^° Settings 4 click ^R, W^^fa Network 4 click ^3R <£RZ 
Network WOT "*TR ^^^ My firewall only lets me connect to certain ports «TN<P 
1\CQ tick WW^ i 



s* Settings 



/ 
General 



:h @ o e 



Sharing Services Appearance Advanced 



e ► Tor Browser ► 



Help 



□ I use a proxy to access the Internet 
[7] My firewall only lets me connect to certain ports 
Firewall Settings 



Allowed Ports: 30,443 
l_1 My ISP blocks connections to the Tor network 



i Local Disk (E:) 

* Removable Disk (G:) 



\ 







:pe 

'le folder 
'le folder 
le folder 
'le folder 
7pl.icat.i0n 



Size 



33 KB 



\ ~\E\ * I 



ected to the Tor network! 



• •• 



»rk 



Setup Relaying 



Use a New Identity 



**j Help l| fl About 

|_= I Message Log j$* Settings KM Exit 



F71 Show this window on startup 



8O 



W *ttET Wt^TO anti-virus program T><m JQ ^^ fe^g ^ ]^s W^T CT Wt*MT<T 
anti-virus program $?T C¥ ^TSCTN ^T^K M^s ^t*tt f*r^ ^ i 

*ttET OT «tt*ftT<T Internet Service Provider (ISP) 15* C^ ^ ^£<T fw^ i 477TO Wft ^ 
ftw (Tor bridges) ^T hidden relays ^J^f^ ^<TC^ *lft?R ^t W®i ^ ^<ft *H?T ^t I 

*A8. ^w oft<F ^it U?r ^IvBiNs ^^re w iter ^srfcf c«fw c^fa §?r ^wm ^n^ ^ 

^§=T 15? "^ "^^ ^T i Tor bundle ^W Wfa ^sfltft task manager "QV^ ^W^ i task 
manager W^T Wfa >5HJ ^H^fat^ taskbar-4 <ti$J> Hh> C¥f^ task manager W^M^T ffN* 
<F<FT i 4^ list of processes-^ (FP^T OT Vidalia ^M tbb-firefox 4*teTte WR^ f^tf i 
^T CWft CT, C^Hl^ ^^faTte ^TO, ^t^T (?ifi> f>IMfc C^tS?T End process UN* ^^T i 
^fW* WV %^ ^ftfi> (7f^ *ITC<H i 




Windows Task Manager 



lj 



\s\ 



File Options View Help 



Applications | Processes | Services | Performance | Networking | Users | 



Image Name 
System 

System Idle P.. 
taskhost.exe 



User Name CPU 




SYSTEM 
SYSTEM 
Student 
Student 
Student 
Student 
Student 



00 
99 
00 
00 
00 
00 
00 



wininit.exe 
winlogon.exe 
WIN WORD. E... 



Student 


00 


SYSTEM 


00 


Student 


00 


J Student 


00 


Student 


00 


SYSTEM 


00 


SYSTEM 


00 


Student 


00 



Memory (. . . 

34 K 

24 K 

1,716 K 

3,696 K 

153,044 K 

17,828 K 

2 r 704K 

9,068 K 

l r 256K 

l r 864K 

18 r 188 K 

l r 408K 

404 K 

l r 996 K 

58 r 672K 



Description 
NT Kernel... 
Percent... 
HostProc... 
Windows ... 
TorBrowser 
tor.exe 
TrayMana... 
TrueCrypt 
User Notif . . . 
Ask Updater 
Vidalia 
CameraM... 
Windows . . . 
Windows ... 
Microsoft . . . 



F71 Show processes from all users 



^ 



End Process 



Processes: 84 



CPU Usage: 1% 



Physical Memory: 45% 



8> 



4<T*fa Tor/Vidalia bundle WW^ ^1^ ^W^ Wt<T Vidalia Wt^-Wt^ ^Wt<T «E*ft ^WT, 



O.i.i. OT C^H 4<!# ^TT TPftrl^SllK ^mf<T ^<FT i C^R§ Zone Alarm f^<JT Comodo 

o.i A ^TfoW <U<1^IW<1 WT ^Hwfc 4W$t^ ^H^ tt^»jH ^<FT i 4^T uninstall 
<RFT i "^tm^P^f f%^T Wfat ^Wt^ <IJ<|i>l<1 ^<FT i 

©.*.«. f^sj «^5^«f ^p1% Eraser f%^ 4 Wt%f ?TWB?[tw "sjtWl safe delete ^?FT I 

PDF TPl^sr ^St^ ^hj Adobe Reader ^K^ ^<1WH ^T ^ Foxit Reader f%^t 4 Wt%T 
Internet Explorer ^#T W^T i <flT>t fi?Tt*Ff TO I 4<T *|R<IG^ Firefox, Mozilla : t^#f 



8^ 



8. ^mm ^r fsnf^i ^r^^Tum ^mfa 



wft "Q «?F^ i j s f cwrw ^tH-sw^r wr^rat^ wn ^«rif^)H ^p^wfr <ij<i^n ^<ft 



2f^fW Keys Manager flH> <P«M i 



Ekhlaas Network 
X<PJAHEDE£N SECRET S 




Anti-Symmetric Keys 



V* 



Encrypt File 



L 



Decrypt File 



J 



I Type 



User ID 



Key ID 



Length | Creation 



Sign / Verify ^ w« Remote User (Public Key) Key ID 



Mess* 



r 



# Clear Key 



Click 



s. 



ick HereJ Local User [Private Key) Key ID 

Keys ManagerpJ fc^ 



^/ Clear Key 



^ 



File Shredder 



j 



Symmetric Cipher Algorithm 



Stealthy Cipher 

W Activate Stealthy Cipher 






Preferences 



About 



Path: 



^ 



Exit 



^J Select File to Encrypt J Select File to Decrypt | File Encoding and Deco.jjj. 

J 



& Select.. 



Shred Out Original File. 



Sign Encrypted File. 



ft (.era S|1^05& #t fc»ffa WV Generate Keys <Tta flN* W^T 



8£> 



Ekhlaas Network 
XOJAHED&EN SECRETS 



Anti-Symmetric Keys 



y 



Keys Manager 



Dei 



Sig 



Mc 



Keys 



File 



Pre 



^ 



Fingerprint: 



°^ 





Type 




User ID 


| Key ID 


Length 


| Creation 




► 





















;ar Key 



Key Management 

Export Private Key... 






Import 


Cilck Here 


| Remove Key 




Export Public Key. 


Generate Keys.TTv - 


!hange Passphrase.. 




m 







? Help 



X Close 



Number of Keys: No keys 



ar Key 



*JJ± 



•^ T-arn: 



\£—? select... 



Exit 



J 



Shred Out Original File. 



Sign Encrypted File. 



<S\^\ ^^H (7R ^3 ^f^T^STItS <?n> W^ I CT C^H CWIW *f©ff© 4^ *tr3^S?rH& sTfflW i 



Ekhlaas Network 
JriDJAH^DEEH 55CRBTS 



jfi*k Anti-Symmetric Kevs 




De> 

Sig 

M 

Key? 

File 



Pre 



^ 



-Key Mana< 
Export 



Export 



Key Pair Usernarme: I 

Key Length: [204S Creation Date: f 

Passphrase: j 

Confirm Passphrase: f 

(7 Hide typing 
Clear All 



Jf, Close 



Status: 



:ar Key 



? Help 



X Close 



Number of Keys! No keys 



:ar Key 



ollLl 



t : «* 



ram: 



l=? select... 



Eicit 



' 



~ Shred Out Original File. 



Sign Encrypted File. 



88 



4<T*fa Generate Now ^ta ffN* W^T i #t ^©ft ^RT CfOT Close ^ta flN 5 ' ^^ C<f?T ^RT 



Keys Generator 



Key Pair Username: | test-one 

Key Length: |2043 Creation Date: f 





Passphrase: 
Confirm Passphrase: 



xxxxxxxx 



xxxxxxx 



1 



|7 Hide t 



Click Here 



Clear All 




Generate Nov 



Jf Close 



Status: 



Ekhlaas Network 
*0JAH.EDEEH SECRETS 




Anti-Symme ^RT-^T^ ?1 ^ "«5i W fD ^T *F£$ 



Encrypt File 



^ 



Decrypt File 



^ 



Sign / Verify 



3 



► 



Type _ ■spf wh*»1w (^U^^j^ I (^^TT^T 



Length 



Creation 






J_ 



L 



Messaging 



|^ 



Remote User (Public Key] Key ID 



JS Clear Key 



^ 



Keys Manager 



U> i 



Local User (Private Key] 



Key ID 



jfP Clear Key 



L 



File Shredder 



^ 



Symmetric Cipher Algorithm 

I | iaimmmnlHBUalBIIHllBli 



Stealthy Cipher 

[7 Activate Stealthy Cipher 



Preferences 
About 



^ 



IE Kit 






Select File to Encrypt | Select File to Decrypt | File Encoding and Deco. ^ I ►, 



Path: ]~ 



& Select.. 



r Shred Out Original File. 



Sign Encrypted File. 



8<t 



Name 

g? Asrar.chm 
ffi I asrar.ini 
\^\ Asrar_Z.exe 
_j Asra r_2 . exe. si g 
JI&, AsrarKey^.clb 
E§ cover.jpg 
_ Private9F12B0F4.akf 
,_, PublicF2FB4589.akf 



(i 



^-^ItSt ^rt^i^w «u3c*E ^t i &sps*rt 

^P T5 "^TW^ "^R^F^f <F^Wi I 



w 



D 



Size 



4*^ CT C¥t^t^ Wf^t^ ^P^^TUm Wf^ C^ C¥t^t^ Wt^W^ *lt^W ^3 8tt^S& ^t fc©ft 
W^ i «lT*ftt<T *lt^W ^t rename <RFT i (CWT8 abdullah.akf) Wt^WsT ^f / ^ifef? <TO 

vsft^^t Wt^TfW (7^ "ft ^Wlf^ ^^© "^<T i 4<T ^ffij ^rct?r "^R^t Keys Manager ^"C*fa ^><FT i 
4<T*fa Import Keys UN* ^£<T WT^WsT 2tWfW% #t *9\ ^*\$ ^<FT i 



8fc 



8A. sffeofr 4 itfft* ft twi^^mr *tofo 




\^ Asrar.chm 
ffi i asrar.ini 
1W1 Asrar_2.exe 
_J Asrar_2.exe. si g 
fo, AsrarKeys.db 
E )3q cover.jpg 
Q Private Test One. a kf 
Q Public Test One.akf 
|_J Pubftc Test Two. akf 






> 



J 



WRtiT Key Manager «C*R W^ i 



MOJAHEDEEH SECRETS 



^ 
^ 



Encrypt File 



#1 Anti-Symmetric Keys 
h 



y 



Decrypt File 



o 



Type 



User ID 



Key ID 



Length 



Creation 



Sign /Verity J w, 

Messa click Here 

^"^ ' ; 

Keys Manager ^ Si^ 



Remote User (Public Key] Key ID 

I I 



& Clear Key 



Local User (Private Key] 



Key ID 



& 



r 



r 



^ Clear Key 



U2 



File Shredder 



j 



Symmetric Cipher Algorithm 



Stealthy Cipher 

|%7 Activate Stealthy Cipher 



Preferences J Select File to Encrypt j Select File to Decrypt j File Encoding and Deco.jjj. 

I About ^ 1 pa(h: |- — &Se|ec( ? 



Exit 



_ 



Shred Out Original File. 



Sign Encrypted File. 



8S 



Import Keys ^l5c*l fip<P <P*M 




* 



Type 



User ID 



Key ID Length Creation 



Key Management 




Remove Key, 



Change Passphrase , 



7 Help 



X Close 



Number of Keys: No keys 



£f^w wr^rf^ f^sr^ si%®i> #t ^rc*ti^ wi?r w^r wr*w^ sj%®& ^t tat ^<^ 







8V 



Ekhlaas Network 
WGJAKED£EH SECRETS 



jd£*!t Anti-Symmetric Keys 



u 




Dei 



M> 



Kej^ 



File 



Pre 



^ 



Fingerprint: I 



^ 
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